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Attack Category

» Path spoofing or confusion problem

Vulnerability Category

e Temporary file creation problem

* Indeterminate File/Path

¢ TOCTOU - Time of Check, Time of Use
« Unconditional

Softwar e Context * Temporary File Management

Location

Description Temporary file names created by the tmpnam family
of functions can be easily guessed by an attacker.
Incorrect temporary file usage can lead to TOCTOU
and accessibility vulnerabilities. A call to tmpfile
should be flagged.

APIs Function Name Comments
_tempnam
_ttempnam
_ttmpnam
_wtempnam
_wtmpnam

GetTempFileName

GetTempFileNameA

GetTempFileNamew

tempnam

tmpnam

tmpnam_r

tmpfile

Method of Attack

Caution must be used when working with temporary
files. If atemporary fileis created and/or opened
incorrectly, an attacker could use aTOCTOU style
attack to access or manipulate it.

1. http://buildsecurityin.us-cert.gov/bsi/about_us/authors/35-BS|.html (Barnum, Sean)
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The key issue with respect to TOCTOU
vulnerabilitiesis that programs make assumptions
about atomicity of actions. It is assumed that
checking the state or identity of atargeted resource
followed by an action on that resourceis all one
action. Inreality, thereisa period of time between
the check and the use that allows either an attacker to
intentionally or another interleaved process or thread
to unintentionally change the state of the targeted
resource and yield unexpected and undesired results.

Exception Criteria

Solutions Solution Solution Solution
Applicability |Description Efficacy

Whenever a Only names that | Effectiveif all
nameisneeded |cannot easily be | recommendations
for atemporary | guessed should | are followed.
file. be used.

Follow these
guidelines

to minimize

security risk:

First, temporary
files should

be created

in asecure
directory.

Then, follow
these steps to
create thefile
name:

* Picka
prefix
for the
filename
(e.q., Itmp/
my_pref).

 Generate
at least
64 bits
of high-
quality
cryptographical
randomness

* base64
encode the
random
data
(substitute
" for"/").
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¢ Concatenate

the prefix
with the
random
data.

Additional
recommendation
apply to the
actual creation
of thefile:

e Set umask
appropriatel
(0066 is
usually
good)

e Use
fopen()
to create
thefilein
the proper
mode.

* Delete
thefile
immediately
using
unlink().

* Note: If
tmp fileis
on network
drive (not
recommend
cannot do
this.

e Perform
reads,
writes,
etc. onfile
descriptor.

* Close
the file.
Automatical
deleted
aready.

NEVER close
and re-open the
fileif it lives

in adirectory
that may be
susceptibleto a
race condition.
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Truncate
ID: 862-BS| | Version: 3 | Date: 5/16/08 2:39:38 PM




Note: It's
possible to have
arace condition
between

the fopen()

and unlink()
commands.
Doaing all this
in asecure
directory
minimizes that
risk.

Generaly Thedeveloper |Effectivein
applicable. should restrict | reducing an
access rights attacker's ability
tothefileso to exploit the
arbitrary users | vulnerability.
cannot read the
data stored in
thefile.
Generaly Themost basic | Does not
applicable. advice for resolve the
TOCTOU underlying
vulnerabilities | vulnerability
isto not but limitsthe
perform acheck | false sense of
beforetheuse. | security given
Thisdoesnot | by the check.
resolve the
underlying
issue of the
execution of
afunction on
aresource
whose state and
identity cannot
be assured, but
it does help
to limit the
false sense of
security given
by the check.
Generaly Limit the Does not
applicable. interleaving eliminate the
of operations  |underlying
on filesfrom vulnerability
multiple but can help
processes. make it more
difficult to
exploit.
Generally Limit the spread | Does not
applicable. of time (cycles) | eliminate the
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between the underlying
check and use | vulnerability
of aresource. |but can help
make it more
difficult to
exploit.
Generaly Recheck the Effectivein
applicable. resource after | some cases.
the use call
to verify that
the action
was taken
appropriately.
Signature Details Presence of any of the named functions.
Examples of Incorrect Code char filePath[ MAX_PATH| ;
filePath = tnpnam( NULL) ;
Examples of Corrected Code const int nunmber RandBytes = 16;

char randByt es[ nunber RandByt es] ;
const int sizeRandChars =
2*nunber RandByt es+1; // size is
conservative upper bound

char randChars[si zeRandChars]; //
buffer for rand characters

const char nyPrefix[] =" /tnp/

ny_pref";
char fil ePat h[ MAX PATH] ;

/1 Hypothetical routine to
gener at e random dat a.

/1 Shoul d use a cryptographic

tool kit rather than using randon()
or simlar non-crypto functions,
[l if really want to make result
hard to guess.

cr eat eRandonDat a( r andByt es,

nunber RandByt es );

/'l Hypothetical base64 encoding
routine that uses "." instead of
II/ n

convert ToMbdi fi edBase64(randChars,
si zeRandChars, randBytes,

nunber RandByt es) ;

strncpy(fil ePath, nyPrefix,

MAX_PATH) ;
strlcat(fil ePath, randChars,
MAX_PATH) ;

Sour ce Reference * Viega, John & McGraw, Gary. Building Secure

Software: How to Avoid Security Problems
the Right Way. Boston, MA: Addison-Wesley
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Professional, 2001, ISBN: 020172152X, pg.
226.

Recommended Resour ces * MSDN reference for _tempnam() etc.?

*  Linux man page for tmpnam()*

Discriminant Set Operating System e UNIX
*  Windows

‘ Language
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